Quality assurance system must balance functionality with data security.
The evaluation and selection of a QA system should include scrutiny of its security mechanisms. When the system is implemented, evaluate access by all users, establish security policies, and, most importantly, enforce them. Security features should not overburden the system to the point that it becomes cumbersome. As many security features as possible should be inherent in its day-to-day operations. After all, automation is intended to provide access to clinical and financial information easily and quickly. QA professionals must weigh security issues against the need for patient and physician-specific performance information. Finally, include medical staff in the early stages of system implementation so they are aware of the security precautions you have taken. They will be assured that you are protecting confidential information while meeting the needs of both the medical staff and the quality management team.